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What recourse does an employer
have when an employee, who has
permission to use her employer’s
computer network, uses that access
for an improper purpose? For exam-
ple, a soon-to-be terminated (or
resigning) employee copies her
employer’s client list and takes that
misappropriated information with
her when she leaves her
employer to start a com-
peting business venture.
A little-known federal
statute, the Computer
Fraud and Abuse Act
(“CFAA” or “Act”), may
be of value. 
Codified at 18 U.S.C. §

1030, the CFAA was
enacted by Congress to
enhance the govern-
ment’s ability to prose-
cute cybercrimes. How -
ever, the Act, which has
a private right of action, also may be
effectively utilized by private employ-
ers because actions forbidden by 
the CFAA include everything from
obtaining information to damaging
computer data or a computer itself.1
The Act makes it a crime for current
or former employees to intentionally
access a computer network issued or
owned by their employer “without
authorization” or in a way that
“exceeds authorized access.”2
Specifically, the CFAA provides

“Any person who suffers damage or
loss by reason of a violation of this
section may maintain a civil action

against the violator to
obtain compensa-
tory damages and
injunctive relief or
other equitable re -
lief.”3 To assert a viable claim, the
harmed plaintiff must allege, among
other things, that the defendant
intentionally accessed its informa-

tion “without authorization”
or in a way that “exceeds
authorized access.”4
In recent months there

has been a growing split in
authority over the scope of
the terms “without authori-
zation” and “exceeds author-
ized access” – the predicates
for liability under the Act.
Indeed, Courts around the
country are grappling with
the issue of whether the
CFAA applies in a situation
where an employee with

access to his employer’s computer
network uses that access for an
improper purpose. 
Some courts – including the

Southern District of New York – have
construed the terms “without author-
ization” and “exceeds authorized
access” narrowly, holding that an
employee’s misuse or misappropria-
tion of an employer’s business infor-
mation is not “without authorization”
if the employer gave the employee
access to such information. This line
of cases holds that the CFAA pro-
hibits improper ‘access’ of computer
information, rather than the misuse

or misappropriation of information.5
In other words, once an employee

is granted “authorization” to access
an employer’s computer that stores
confidential company data, that
employee does not violate the CFAA
regardless of how he subsequently
uses the information.
Other courts, however, have con-

strued the statutory predicates for
liability far more broadly. These
courts – including courts in the Fifth,
Seventh, and Eleventh Circuits –
have found that the CFAA covers
violations of an employer’s computer
use restrictions or a breach of the
duty of loyalty under the agency doc-
trine.6
Specifically, these courts hold

that “an employee accesses a com-
puter ‘without authorization’ when-
ever the employee, without the
employer’s knowledge, acquires an
interest that is adverse to that of his
employer or is guilty of a serious
breach of loyalty.”7 These courts
focus on an intention to defraud in
connection with the access or
improper action at issue.
From a practical standpoint, what

is most troubling about the “broad
approach” is that it criminalizes a
staggeringly broad cache of behavior.
Indeed, minor violations of a compa-
ny’s computer network usage poli-
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cies or harmless computer trespass activ-
ities could result in criminal charges.
Consider, for example, whether, based on
the plain meaning of § 1030(a)(5)(C), an
employee who leaves her employer for a
new job after surfing job websites with
the laptop issued to her by her former
employer has accessed the computer net-
work without authority? Or the employee
who checked Facebook? Or sent a person-
al email, from a work laptop? These de
minimis personal uses of workplace com-
puter networks is so commonplace that it
would be almost unthinkable to believe
that Congress intended to criminalize it.  
While the narrow interpretation may

be the better reasoned approach, given:
(1) the plain meaning of the statute; (2)
the statutory canon of avoiding absurd
results; and (3) the legislative history and
congressional intent, it is quite possible
that the United States Supreme Court
will need to resolve this growing split of
authority.8 Until this split of authority is
resolved, practitioners and companies
alike should be aware of how courts in
their respective jurisdictions view the
CFAA. 
Irrespective of the CFAA, even if an

employee manages to misuse informa-
tion, employers are not without recourse.
Indeed, businesses may still avail them-
selves of traditional civil claims including
misappropriation of trade secrets and
breach of contract. 
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